
          Datadog SIEM Training  
Curriculum 3 Days

 

Day - 1 Day - 2 

 

 What is SIEM? 

 Why we need SIEM? 

 How SIEM Works? 

 Various Options for SIEM 

 SIEM Terminology  

 Introduction of Cloud Security Posture Management  

 Introduction of Cloud SIEM 

 Introduction of Application Security  

 Introduction of Cloud Workload Security  

 Complete setup and configuration 

 Datadog SIEM integrations  

 
 
 

 Detection Rules  
o Cloud SIEM - Analyze ingested logs in real -time & create custom detection 

rules to tailor to your environment.  

o Cloud Security Posture Management -  Uses cloud configuration and 
infrastructure configuration detection rules to scan the state of your cloud 
environment. 

o Cloud Workload Security - the Datadog Agent actively monitors system 
activity and evaluates it against a set of detection rules.  

o Application Security - Leverages Datadog APM, the Datadog Agent, and 
detection rules to detect threats in your application environment.  

 Security Signals Explorer 
o Overview 

o Explore your Security Signals  

o Inspect a Security Signal  

o Threat intelligence 

o Anomaly detection 

 Visualize your security signals analytics 

 Start using out-of-the-box Cloud SIEM detection rules 
o Datadog provides out-of-the-box (OOTB) detection rules 

o Application Security Rules 

o Cloud SIEM Rules 

o Posture Management (Cloud) Rules 

o Posture Management (Infra) Rules 

o Workload Security Rules 



 


