
 Octopus Deploy Advance Courses 
 
Curriculum 5 Days

 

Day - 1 
 

 Getting started 
 

o Introduction of Octopus Deploy  

o First Octopus Deployment 

o First Octopus Runbook Run 

o Best Practices of Octopus Deploy  

o Terminology & Glossary  

o Octopus Deploy Architecture  

o How Octopus Deploy works?  

 

 Octopus Cloud 
 

o Octopus Cloud Overview 

o Data 

o Static IP address 

o Permissions  

o Migrating between self -hosted and Octopus Cloud 

 

 

 Octopus Cloud Installation & Configuration 
 

o Installation requirements of Octopus Cloud  

o SQL Server Database 

o Permissions for the Octopus Windows Service  

o Using a Managed Service Account (MSA)  

o Troubleshooting the Octopus installation  

o Automating Octopus installation  

o Octopus as a Container 

o Isolated Octopus Servers  

 

 Infrastructure 
 

o Working with Octopus Cloud Deployment targets  

o Working with Octopus Cloud Environments  

o Working with Octopus Cloud Accounts  

o Working with Octopus Cloud Workers  

 

 

 



 

Day - 2 Day - 3 
 Octopus Deploy Packaging applications 

 

o Create packages  

o Build server integration 

o Package repositories  

 Octopus Deploy Projects 
 

o Deployment process 

o Project recommendations  

o Steps 

o Built-in Step templates  

o Exporting and Importing Projects  

o Community step templates  

o Custom step templates  

o Update step templates 

o Variables 

o Project triggers 

o Coordinating multiple projects  

 

 Octopus Deploy Tenants 
 Tenant types 

 Tenant creation 

 Tenant variables 

 Tenant tags 

 Tenant Infrastructure  

 Tenant lifecycles  

 Tenant roles and security  

 Multi-tenant deployment guides  

 Multi-tenant deployments FAQ 

 Troubleshooting multi -tenant deployments 

 Octopus Deploy Releases 
 Lifecycles  

 Channels 

 Guided failures  

 Prevent release progression 

 Deleting releases 

 Manually fail a task 

 Issue trackers  

 Release versioning  

 Deployment notes 

 Release notes 

 Octopus Deploy Deployments 
 NET deployments 

 AWS 

 Azure 

 Google cloud 

 Certificates  

 Databases 

 Docker Containers 

 Java applications  

 Kubernetes 

 NGINX deployments 

 Node deployments 

 Packages 

 Custom scripts  

 Terraform 

 Windows 

 HTML and JavaScript applications  

 Patterns and practices  

 

 



 

Day - 4 
 

 Octopus Deploy Runbooks 
 

 Runbooks vs Deployments 

 Runbooks permissions 

 Runbook variables 

 Runbooks publishing 

 Scheduled runbook triggers  

 Runbooks examples  

 

 Octopus REST API 
 

o How to Create an API Key 

o Octopus. Client  

o The Octopus Command Line (CLI)  

o API examples  

o Octopus.Server.exe command line  

o Tentacle.exe command line  

o Calamari 

o Octopus.Migrator.exe command line  

o  Migration API  

 

 Octopus Deploy Administration 
 

o High Availability 

o Data 

o Spaces 

o Upgrading Octopus  

o Managing infrastructure  

o Retention policies  

o Reporting 

o Server extensibility  

 
 



 

Day - 5 
 

 Octopus Deploy Security 
 

o Script integrity in Octopus Deploy  

o Hardening Octopus  

o Exposing Octopus 

o Outbound requests  

o HTTP Security Headers  

o Octopus - Tentacle communication 

o Data encryption 

o Authentication providers  

o Built-in Worker 

o Users and teams 

o FIPS and Octopus Deploy 

o PCI compliance and Octopus Deploy  

o Common security vulnerabilit ies and exploits  

o Security Self-Assessment Questionnaire (CAIQ - Lite) 

 

 

 

 Octopus Deploy Troubleshooting & Support 
 

o Get the Raw Output from a Task 

o Increase the Octopus Server task cap 

o Debug problems with Octopus variables  

o Get the raw output from a deployment process  

o Log files  

o Copy the working directory  

o Troubleshooting AWS transport level errors  

o Troubleshooting failed or hanging tasks  

o Troubleshooting Access Denied Starting Http Listener 

o Capture a crash dump 

o Process dumps 

o Send a secret to Octopus  

o Capture and export a HAR file  

o How to turn on variable logging and export the task log  

o How to get a database backup and encrypt your Master Key  

o Record a problem with Octopus Deploy in your web browser 

o Call the Jenkins REST API from PowerShell  

o Compatibility  

 


