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e Course Overview e Deploying OpenShift
o Course Overview o OpenShift Deployment Considerations and Steps
e Containers, Kubernetes, and OpenShift Basics o OpenShift System, Loadbalancer, DNS, and Firewall Requirements
o Version Check o Demo: Deploying OpenShift on Bare Metal or Virtual Machines
o Course Overview o The OpenShift Assisted Installer
o Demo: Demo Environment o Demo: Deploying OpenShift Using the Assisted Installer
o Introduction to Containers o Deploying OpenShift on Installer Provisioned Infrastructure
o Demo: Containers o Demo: Deploying OpenShift on Installer Provisioned Infrastructure
o Introduction to Kubernetes o Deploying Managed OpenShift Clusters
o Demo: Kubernetes o Demo: Deploying Azure RedHat OpenShift
o Introduction to OpenShift o Summary
o Summary e Accessing and Working with OpenShift

o Accessing OpenShift Clusters and Retrieving Credentials

o Demo: Accessing OpenShift Clusters and Retrieving Credentials
o The OpenShift WebConsole

o Demo: The OpenShift WebConsole

o Deploying Applications on OpenShift

o Demo: Deploying Applications and Storage on OpenShift

o Summary




e Storage Concepts in OpenShift e Deploying Persistent Storage in OpenShift
o Course Overview and Demo Environment o Deploying Persistent Local Volumes
o Storage Concepts in OpenShift o Demo: Deploying Persistent Local Volumes
o Ephemeral Storage o Deploying Persistent HostPath Volumes
o Demo: Ephemeral Storage o Demo: Deploying Persistent HostPath Volumes
o Persistent Storage o Deploying Persistent AzureFiles Volumes
o The Container Storage Interface (CSI) o Demo: Deploying Persistent AzureFiles Volumes
o Summary o Deploying Persistent NFS Volumes

o Demo: Deploying Persistent NFS Volumes
o Deploying Persistent iSCSI Volumes

o Demo: Deploying Persistent iSCSI Volumes
o Managing Persistent CSI Storage

o Demo: Managing Persistent CSI Storage

o Summary




e OpenShift Pod Scaling
o Course Overview and Demo Environment
o Basics of Pod Scaling
o Horizontal Pod Autoscaler
o Demo: Horizontal Pod Autoscaler
o Vertical Pod Autoscaler
o Demo: Vertical Pod Autoscaler

o Summary

e Controlling Pod Placement onto Nodes (Scheduling)
o Scheduling Profiles
o Demo: Scheduling Profiles
o Scheduling Pods on Overcommitted Nodes
o Node Selectors
o Node Affinity
o Demo: Node Selectors and Node Affinity
o Pod Affinity and Anti-affinity
o Demo: Pod Affinity and Anti-affinity
o The Descheduler
o Demo: The Descheduler

o Summary

e OpenShift Machine Management
o Machine Sets
o Demo: Machine Sets
o Infrastructure Machine Sets
o Demo: Infrastructure Machine Sets
o Machine Health Checks
o Demo: Machine Health Checks
o Manually Adding Nodes to an OpenShift Cluster

o Summary
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e Managing OpenShift Networking
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O
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The Challenging Landscape

Challenges to Container Networking
Introducing OpenShift

Demo: Getting Started with OpenShift
Getting Started with OpenShift Networking
Exposing Cluster Applications

Demo: Creating Pods Routes and Services
Service Details

Policy Control

Demo: Creating a Deployment

e Enhancing OpenShift Networking

The OpenShift Operators

Pod Networking

Forming the Topology

The OpenSwitch Interfaces
Demo Creating Services
Configuring the SDN

Service Discovery and Dns
Ingress Operator

Demo: Configuring Service Policy

Service Types

e Securing the OpenShift Components

O

O
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Container Security Challenges
Risky Containers

Highlighting OpenShift Security
Demo: Container Security Flaws
Getting Started with OpenShift
Main Security Options

Security Context Constraints

Demo: Security Options

e Hardening OpenShift Identity and Access

O

O
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Improve Security with Automation
Ensuring Consistency

Additional Security Mechanism
Demo: Secret Management
OpenShift Authentication

Adding an ldentity Provider
OpenShift Authorization

Main Authorization Concepts

Demo: Routes and Services
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Managing Container Images

O

O
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Course Overview and Demo Environment
Container Images

Demo: Defining, Building, and Managing
Container Images

Summary

Management and Deployment of
Containerized Applications

O

O
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Projects in OpenShift

Demo: Creating Projects and Defining Quota

Deploying Applications

Demo: Deploying Applications
Deployment Strategies

Demo: Deployment Strategies
Monitoring Application Health
Monitoring Projects and Applications
Idling Applications

Summary

e OpenShift Operators
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Operators
Demo: Adding Operators and Instances
Developing Operators

Summary in
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Users in OpenShift Cluster
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O
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Module Overview

Users in OpenShift

Users of Red Hat CRC

Demo: Accessing OpenShift Cluster
Identity Providers

Configuring HT Passed Identity Provider
Demo: Configuring HT Passed Identity
Demo: Deleting a User

Summary

Manage Users and Groups in Our

Cluster
o Module Overview
o Demo: Updating User Password
o Manage User Permissions
o Demo: Applying User Permissions
o Managing User Groups
o Demo: Creating User Groups
o Demo: Deleting User Group Permissions
o Summary

Manage Access Control in OpenShift

O

O

O

Module Overview

Role-based Access Control
Roles in OpenShift Cluster
Demo: Assigning Edit Privileges
Demo: Creating Local Roles
Demo: Self-provisioners
Customized Roles

Secrets in OpenShift

Demo: Creating Secrets in OpenShift
Service Accounts in OpenShift
Security Context Constraints

Demo: Modifying Security Context
Constraints

Summary




Lab Overview
o Lab Overview
Troubleshooting OpenShift BuildConfig
o Troubleshooting OpenShift BuildConfig
Accessing a Running Pod
o Accessing a Running Pod

Demo: Troubleshooting and Fixing an Application

o Demo: Troubleshooting and Fixing an Application
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