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Splunk Fundamentals 1 Lab Exercises

Lab typographical conventions:

[sourcetype=db audit] OR[cs mime type]indicates either a source type or the name of a field.

NOTE: Lab work will be done on your personal computer or virtual machine, no lab environment is
provided. We suggest you DO NOT do the lab work on your production environment.

Lab Module 3 — Install Splunk Enterprise

Description

This lab exercise will get Splunk Enterprise installed in your lab environment and create a user with a Power
role.

NOTE: Every system and network can be different. If you have any trouble installing please check the
documentation for your operating system.

Scenario: You have recently joined the team at Buttercup Games as a Splunk Administrator. You have
been asked to install Splunk Enterprise and create accounts for users.

Task 1: Download Splunk Enterprise for your operating system.

1. Direct your web browser to http://splunk.com.

2. Log in to your splunk.com account or create a new account using the Login link in the splunk.com user
menu.

Pricing =2 Splunk Sites & &

‘ Login

Sign Up

3. Once logged in, Click the green Free Splunk button in the top right of the interface.

O\ Free Splunk
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4. Under Splunk Enterprise, click the Free Download Free 60-day Trial link.

Splunk Enterprise
The fastest way to aggregate,
analyze and get answers from
your machine data

Download Free 60-Day Trial

5. Use the tabs to select your operating system, and click the Download Now button for your architecture.

E2 Windows A Linux @& Mac 0s
64-bit Windows 8.1, and 10 .msi 16856 MB X Download Now

Windows Server 2012, 2012 R2, and 2016

Windows 8.1 and 10 .msi 150.42 MB X Download Now

Release Notes | System Requirements | Older Releases | All Other Downloads

NOTE: To install Splunk Enterprise, please proceed to the task matching your environment.

@ Windows OS — Task 2

@ Linux OS — Task 3

@ Mac OS — Task 4

@

Task 2: Install Splunk Enterprise in a Windows environment.

6. Locate the splunk.msi file that you downloaded earlier, and double click it.
7. The installer will run and display the Splunk Enterprise Installer panel.
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i@ Splunk Enterprise Installer M=l 2 ‘

[~ Check this box to accept the License Agreement View License Agreement I

Default Installation Options

- Install Splunk Enterprise in C:\Program Files\Splunk
- Run Splunk Enterprise as Local System account

- Create Start Menu Shortcut

Cancel I I

8. View the license agreement by clicking the View License Agreement button, and accept the license
agreement using the Check this box to accept the License Agreement checkbox.

9. There is a button to customize the installation, but for this lab we will use the default install options by
clicking the Install button.

Customize Options ] { “y Install

10. The installer will ask you to create a password for your Administrator account.

‘ﬂ Splunk Enterprise Setup

An administrator password must be set before installation proceeds. Password must contain at a
minimum, 8 printable ASCII characters.

Password:

Confirm password:

Cancel Back [vext

11. The installer will install the software and display the Installation Complete panel.
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|‘§ Splunk Enterprise Setup

Splunk Enterprise was succesfully installed.

[V Launch browser with Splunk Enterprise

12. The Launch browser with Splunk Enterprise check box will be selected by default. Clicking the Finish
button will open Splunk Web in your default browser.

13. Go to Task 5 to continue with the lab.

®

Task 3: Install Splunk Enterprise in a Linux environment.

NOTE: For this task, we will be using the .tgz archive of Splunk Enterprise.

14. From a terminal window, on the server you are installing to, move to the directory containing the
splunk.tgz file you downloaded earlier.

15. Untar the archive to the opt folder in the root directory of the server.

sudo tar xvzf splunk.tgz -C /opt

16. Move to the bin directory inside the splunk folder.
cd /opt/splunk/bin

17. Start Splunk by using the start command with the accept-license argument. Optionally, leave off the
accept-license argument to read the license agreement.

sudo ./splunk start --accept-license

18. You will be asked to enter a password for your Administrator account.

Please enter a new password:

19. Splunk Enterprise will check prerequisites and configurations. When finished, it will display a message
letting you know that Splunk Web is ready:

The Splunk web interface is at http://******:8000

20. Open a browser window and direct it to the IP address or domain name of your server with a port of 8000.
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21. You will see Splunk Web in your browser.
o0 e Login | Splunk X

& C 0O localhost:8000

22. Go to Task 5 to continue with the lab.

®

Task 4: Install Splunk Enterprise in a Mac environment.

23. Locate the splunk.dmg file that you downloaded earlier, and double click it.
24. The Splunk Installer disk image will open.
25. Double click the Install Splunk icon.

>

~
Install Splunk

26. The installer will run and display the Splunk Enterprise Installer panel.
® Install Splunk 7.1.0 o

Welcome to the Splunk 7.1.0 Installer

© Introduction

Splunk 7.1.0#166-shal:15d87bc2dc4e
License

© 2005-2018 Splunk Inc. All Rights Reserved.
Destination Select Splunk Inc. <info@splunk.com>

Splunk> The platform for machine data.
Installation Type
Installation

Summary

Con‘inue

27. Clicking Continue will display the Software License Agreement.
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Software License Agreement

SOFTWARE LICENSE AGREEMENT

© Introduction
THIS SOFTWARE LICENSE (" ) THE L

o License INSTALLATION AND USE OF SPLUNK SOFTWARE. BY DOWNLOADING AND/OR INSTALLING
SPLUNK SOFTWARE: (a) you are indicating that you have read and understand this Agreement,

Destination Select and agree 10 be legally bound by it on behalf of the company, GOVERNMENT, or other entity for
which you are acting (for example, as an empioyee OR GOVERNMENT OFFICIAL) or, if there is

Installation Type no company, GOVERNMENT or other entity for which you are acting, on behalf of yourself as an

individual; and (b) you represent and warrant that you have the authority to act on behalf of and
Installation bind SUCH company, GOVERNMENT OR OTHER ENTITY (if any).
WITHOUT LIMITING THE FOREGOING, YOU (AND YOUR ENTITY, IF ANY) ACKNOWLEDGE
Summary THAT BY SUBMITTING AN ORDER FOR THE SPLUNK SOFTWARE, YOU (AND YOUR ENTITY
(IF ANY)) HAVE AGREED TO BE BOUND BY THIS AGREEMENT.

As used in this Agreement, “Splunk.” refers to Splunk Inc., a Delaware corporation, with its
principal place of business at 270 Brannan Street, San Francisco, California 94107, US.A; and
“Customer” refers 1o the company, government, or other entity on whose behalf you have entered
into this Agreement or, if there is no such entity, you as an individual.

1. DEFINITIONS. Capitalized terms used but not otherwise defined in this Agreement have
the meanings set forth in Exhibit A,

2. LICENSE GRANTS
21 Purchased Software. Subject to Customer’s compliance with this Agreement,

including Customer’s timely payment of all License Fees, Splunk grants to Customer a
license during the applicable

Print... Save... Go Back Continue
28. Click the Continue and the Agree button to accept the license.

To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and
quit the Installer.

Read License Disagree Agree

29. Clicking the Install button will start the installation process.
£ Install Splunk 6.6.0 [°]

Installing Splunk 6.6.0

© Introduction
o License
o Destination Select

o Installation Type Running package scripts...
o Installation

Summary

Install time remaining: About a minute

30. Once installed, Splunk will open Splunk’s Little Helper. Clicking the OK button will allow Splunk to
initialize on your system.

31. A terminal window will open and you will be asked to enter a password for your Administrator account.

Please enter a new password:

32. The terminal window will close. Click the Start and Show Splunk button in Splunk’s Little Helper. Splunk
will open a terminal window, start Splunk and display Splunk Web in your default browser.
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Splunk's Little Helper

What would you like to do?

Only Start Splunk Cancel

Task 5: Log into Splunk Web.

33. If you do not see Splunk Web in your browser, please navigate to http://<host name or ip address>:8000

34. Log into your administrator account using the Username of admin and the password you created during
install.

NOTE: If you lose your password Splunk support will not be able to help you retrieve it.

Task 6: Create a user with the power role.

35. From the Splunk bar, select Access controls from the Settings menu.
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B Administrator v Messages ¥ Settings v Activity v Help » Find

KNOWLEDGE DATA

; Searches, reports, and alerts Data inputs

—@ Data models Forwarding and receiving
Event types Indexes

Add Data Tags Report acceleration summaries
Fields Virtual indexes
Lookups Source types

?‘!’? User interface

s Alert actions DISTRIBUTED ENVIRONMENT

Console Advanced search Indexer clustering
All configurations Forwarder management

Distributed search

SYSTEM
Server settings USERS AND AUTHENTICATION
Server controls Access controls

Instrumentation
Licensing

36. On the Access controls page, click Add new for Users.
Access controls

Specify authentication method, manage user settings, and manage roles.

Authentication method
Users + Add new
Roles + Add new

Password Policy Management

NOTE: We will be creating a Power User account to use with this course. Please use suggested
username and password if you do not want to create your own. If you create a different
username, Splunk Support will not be able to help you with log in issues.

37. Enter uname into the Username field.
Name uname
Full name optional

Email address optional
38. Enter a password of 5plunkbcup for the Password and Confirm password fields.

Set password New password
Confirm password Confirm new password
39. Select your time zone from the Time zone drop down menu.
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Time zone ? -- Default System Timezone -- ¥
Defaultapp | (GMT-08:00) Tijuana, Baja California

(GMT-08:00) Pitcairn Islands

Assign to roles ‘
(GMT-08:00) Pacific Time (US & Canada)
(GMT-07:00) Mountain Time (US &
Canada)

40. In the Assign to roles section, click on the user icon under Selected item(s) to remove it from the list.

Assign to roles ? Available item(s) add all » Selected item(s) « remove all
admin user
can_delete
fun_power
power

solunk-svstem-role

41. Click on the power icon under Available item(s) to add it to the Selected item(s) list.

Assign to roles ? Available item(s) add all» Selected item(s) «remove all
admin power
can_delete
fun_power
power

splunk-svstem-role

42. Remove the check mark from Require password change on first login and click Save

Require password change
on first login

43. After the user has been saved, you will be returned to the User management page.
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